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Abstract

Objective: Data show that medication errors are becoming increasingly frequent, with most
occurring at the prescription stage. Some of the common mistakes include unclear or incorrect
doses or frequency, specifying the wrong medicine, and omitting or delaying medicines. Many
challenges have continued to prevent existing solutions such as the Computerised Physician
Order Entry from being replicated to the outpatient setting, especially small and rural health
facilities. This paper look at three technical challenges, namely, the problem of knowledge main-
tenance, complex interface that disrupts work flow, and intolerance to noisy prescription text.
Methods and Materials: This paper presents a prescription text validation technique based
on three sources of background knowledge, namely, the World Wide Web, the Australian Med-
ical Terminology, and past prescribing data on the MMEx electronic health record system, for
reducing two common prescribing errors of incorrect dosage/frequency and drug name confu-
sion. Results: Our evaluation using 190 actual prescriptions containing 30 medication errors
and 30 spelling mistakes showed an accuracy range between 95.26% and 96.32%. Conclusion:
The technique validates prescription text via a simple interface which is reminiscence of the
conventional prescription pads. The technique does not require complex knowledge bases and
the accuracy of the technique degrades gracefully in the face of spelling errors. Keywords:
Prescription text; Medication Error; Drug name confusion; Prescription validation; Prescription
bracketing; Prescription habit analysis
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1. Introduction

Medication incidents refer to any problems related to medication. Preventable inci-
dents that may lead to inappropriate medication use, regardless of whether any injury
occurred is referred to as medication errors [1]. Medication errors can occur at any stage
during the medication process, which includes prescribing, dispensing, administration
and monitoring. A small proportion of incidents that do result in injuries to patients are
known as adverse drug events (ADEs). ADEs that result from unintended response to
drugs at normal doses are called adverse drug reactions (ADRs), while those that take
place due to medication errors are referred to simply as preventable. Figure 1, adapted
from [2], summarises the types of medication incident.

Fig. 1. The types of medication incident.

Medication errors have reached epidemic proportions in developed countries. Medica-
tion errors are estimated to be the leading cause of medical mistakes in US hospitals,
accounting for nearly 20% of all errors according to a report [3] by the Institute of
Medicine of the US National Academies. The report further stated that medication er-
rors result in over 7, 000 deaths each year, and argued that prescription errors are rising
dramatically. The UK National Patient Safety Agency (NPSA) also noted an increase
in medication incidents from 36, 335 in 2005 to 86, 085 in 2007 [2]. In Australia, about
10% of the 17.5 million people who make 95 million visits to their general practitioners
annually report experiencing ADEs [1,4].

Many studies have found that most medication errors occur during the prescribing
stage [5–7]. In Australia, the rate of prescribing errors were found to be as high 115 per
100 high risk patients [1]. The majority of fatal and serious injuries from medication
errors (up to 71% in one report by the UK NPSA [2]) are due to unclear or incorrect
dose or frequency, wrong medicine, and omitted or delayed medicines [8]. Regulatory
agencies, the pharmaceutical industry, information providers, safety and quality organ-
isations, professional bodies, health professionals and patients all have a part to play
in reducing prescribing error and its role in ADEs [9]. Information and communication
technologies, however, have been advocated as one of the most effective means of doing
so [10]. One solution, in particular, that is slowly demonstrating convincing results is
electronic prescribing using Computerised Physician Order Entry (CPOE) systems [11].

2



CPOE systems with decision support capabilities have been reported to be success-
ful in reducing medication errors in inpatient settings [11,10,12,13]. However, attributes
synonymous with complex CPOE systems such as the requirement for expert main-
tenance of knowledge bases and the major disruption to workflow contribute to the
slow adoption of prescribing systems with decision support capabilities in outpatient set-
tings. Therefore, the long term goal of this research is to introduce and deliver feasible
prescribing systems with decision support capabilities to the private and public health
services throughout Western Australia as part of the MMEx electronic health record sys-
tem (http://www.gsmhn.com.au) offered by the University of Western Australia (UWA)
Centre for Software Practice (CSP).

In this paper, we report the results of a project that looked at one particular aspect
of our long term goal, which is to develop and evaluate a user-friendly interface for pre-

scription text validation to promote safer prescribing without the three problems, namely,
(1) the tedious process of knowledge maintenance, (2) complex interfaces that disrupt
workflows, and (3) the lack of robustness to withstand noisy prescription text. The pro-
posed validation technique addresses two common prescribing errors, namely, incorrect
dosage/frequency and drug name confusion, through the analysis of medical knowledge
from the World Wide Web, the Australia Medical Terminology (AMT), and past pre-
scribing data from the MMEx system. Section 2 discusses related work on CPOE and
the MMEx electronic health record systems. Section 3 describes the proposed technique
for validating prescription texts. The evaluation results of the proposed technique are
provided in Section 4. We conclude this paper in Section 6.

2. Related work

This section provides an overview of CPOE, and its application in inpatient and out-
patient settings. In addition, we look at several techniques for processing medication
information which can be used to implement decision support capabilities or to con-
struct and maintain clinical databases. A brief summary of the MMEx system, in which
the proposed validation technique is based, will also be provided.

2.1. Computerised physician order entry

CPOE refers to a variety of computer-based systems for entering medical orders (e.g.
laboratory, radiology, or medication). Besides addressing the obvious problem of illegible
handwriting, CPOE systems can range from systems that only provide a list of possi-
ble medications that physicians can choose from, to systems providing varying levels of
decision support, including checks of drug names, doses, routes, frequency, patient aller-
gies, and drug interactions. All these checks lead to alerts and reminders given to the
physician in case problems are detected, thereby helping to ensure that medications are
prescribed appropriately. Full-fledged CPOE systems deployed in large medical centers
have been shown to reduce medication errors at varying degree of success in inpatient
settings [11,10,12,13].

The more advanced CPOE systems, which incorporate decision support capabilities,
typically employ some form of knowledge base and inference engine, or use machine
learning techniques to acquire and recognise patterns in clinical information. Systems
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such as HELP [14] at the LDS Hospital in Utah, and the WizOrder system [15] at the
Vanderbilt University Medical Center, which were conceived during the 1980s to the
1990s, rely heavily on human experts to create and maintain rules and knowledge for
the systems to remain relevant. Recognising the maintenance bottleneck, systems such
as WizOrder have began to practice collaborative maintenance by providing distributed
tools to the various stakeholders to contribute to the continuous evolution of the knowl-
edge bases [16]. Recently, researchers are beginning to acknowledge the role of resources
on the World Wide Web in enhancing clinical decision support. [17], in their study, noted
the importance of online dictionaries, and found that different dictionaries are capable
of addressing the different needs of clinical decision support. The need for a more com-
prehensive solution to the bottleneck of knowledge maintenance has been taken a step
further through the use of Web 2.0 technologies. [18] examined several efforts for sharing
and collaborating on decision support content such as Clinfowiki, Partners HealthCare
eRooms, and Epic Systems Corporation’s Community Library.

These advanced CPOE systems are built to work in rich information environments
consisting of hospital-based electronic medical record and other manually-maintained
knowledge bases that cannot be easily replicated in outpatient settings. Unlike large med-
ical centers, small private health facilities and rural hospitals do not have the necessary
expertise (e.g. informaticians, expert clinicians), infrastructures and huge budget to de-
velop or purchase, customise and roll out these advanced systems. In outpatient settings
where CPOE systems are not available, technology is mainly used for electronic billing,
electronic appointment scheduling, electronic medical/drug information and e-mail com-
munications to patients [19]. However, due to government-imposed reforms (such as the
US Medicare reform [20]) and the increasing demand for computerised solution to med-
ication error outside of large medical centers, prescribing systems with decision support
capabilities in outpatient settings is slowly gaining popularity [21,22].

2.2. Techniques for medication information processing

Evans et al. [23] conducted one of the earliest study on the extraction of drug and
dosage information from unstructured clinical information using existing technology and
resources. In their study, the authors employed natural language processing tools from a
proprietary system called CLARIT, and the 1996 edition of the Unified Medical Language
System (UMLS) to create an extraction module for processing clinical notes.

Shu et al. [24] presented an interactive Java-based application for encoding events in
clinical data from intensive care units with the most appropriate clinical concepts in
UMLS. The authors identified spelling errors, abbreviation ambiguities and the absence
of UMLS code for certain events as some of the common challenges that arise during the
encoding process. To address these problems, the authors introduced into the application
a spell-checker and a personalised dictionary that allows users to define uncommon and
new abbreviations.

Shah & Martinez [25] developed a technique to extract numerical information from
unstructured dosage instructions. The technique first normalises words and phrases in
the dosage instructions using a dictionary. The standardised instructions are then split
into parts using words such as “and”, “or” and “max”. The parts of the instructions are
analyzed separately using patterns and dictionaries. Structured numerical information
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such as dose quantity, frequency, units and duration are identified and presented in the
E2B format. The technique was implemented as a Visual Basic program for use with
data kept in Microsoft Excel files.

More recently, Gold et al. [26] presented a technique for extracting medication infor-
mation including drug names appearing with or without dosage information, and even
misspelt drug names. The technique employs manually-defined rules, implemented as
a set of regular expressions, and a user-configurable drug lexicon. In this technique, a
non-drug-name phrase is considered as a misspelt drug name or a drug name not present
in the lexicon if it is surrounded by adequate dosage information. The authors tested
their technique using 26 discharge summaries. The authors reported that their technique
achieved a precision of 94% and recall of 83% in the extraction of medication information.

2.3. MMEx electronic health record system

UWA CSP, within which this research work will be based, has been working with the
Department of Health Western Australia (DoHWA), Aboriginal Community Controlled
Health Services and private practice to implement electronic health record capabilities.
The platform that this is being delivered on is MMEx (http://www.gsmhn.com.au),
which currently supports approximately 6,500 health professionals with around 300,000
patient records and transmitting 10,000 secure electronic messages per month. MMEx
provides a full, shareable electronic health record for patients along with functionality and
modes of collaboration to support all health professional types. Through collaboration
with DoHWA, MMEx will become a key infrastructure component of the DoHWA’s e-
Health platform, especially in rural and remote settings. The growing number of health
professionals relying on MMEx for managing patient records increases the importance
of making the information accessible in its structured and context-dependent form. This
is especially the case when the information is required for decision support and other
intelligent functions to assist collaborative teams of health professionals in delivering
primary and acute care to patients. For this reason, UWA CSP has been putting together
a long term plan to incorporate CPOE together with decision support capabilities into
MMEx. This paper presents the results from an initial attempt to introduce prescription
validation to promote safer prescribing amongst general practitioners in remote areas of
Western Australia (WA).

3. Prescription text validation

This paper presents a technique for validating multiple lines of prescription text to
detect and prevent potential medication errors caused by incorrect dosage/frequency
and drug name confusion. The proposed validation technique comprises two processes.
The first process, known as prescription bracketing, structures free-text prescriptions
into three components (i.e. drug name, dosage, frequency). The second process, called
prescribing habit analysis, analyzes the structured prescriptions and alerts the physicians
of any potential medication errors. An override mechanism is also incorporated into
the technique to allow physicians to assign trust and accept uncommon prescriptions.
Figure 2 and Algorithm 1 provides an overview of the technique. The details about
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Fig. 2. An overview of the proposed validation technique.

prescription bracketing and prescribing habit analysis are described in Sections 3.1 and
3.2, respectively.

The three characteristics that sets the proposed technique apart from existing attempts
at prescription validation are:
– The ability to automatically harness raw prescribing data of heterogeneous nature from

both the MMEx system and the World Wide Web to compensate for the absence of
manual knowledge maintenance;

– A simple prescribing interface comprising of only a text field that is reminiscence of
past prescribing practices rather than complex CPOE systems; and

– The robustness to withstand potentially noisy (e.g. spelling errors) prescription texts.
Conventional solutions in existing CPOE technologies disrupt normal work flow and suffer
from the overhead of knowledge maintenance. The inability to deal with spelling errors
in prescription text may also be present. For instance, a recently patented technique by
[27] relies on manually-defined patterns for parsing prescription text and drug databases
for performing validation. This system simply alerts the physician of invalid or incorrect
information when no database match is found. No means is provided to cope with spelling
errors and suggest alternatives.

In the proposed technique, the physician enters traditional prescription text into a
user interface, as shown in Figure 3(a), that is analogous to a prescription pad. The
text is then automatically analyzed and structured into a standard format, resulting
in a prescribing process that is more similar to past prescribing practices than existing
CPOE systems. We refer to this structuring process as prescription bracketing. This
process uses drug names and related information available on the World Wide Web to
dynamically determine the appropriate conditions for breaking down the prescription text
into its components comprising drug names, dosage and frequency. Figure 3(a) provides
the bracketing output for the input “Zyban 150mg Tablet one twice a day”. Algorithm 2
provides an overview of the bracketing process.
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Algorithm 1 validate(prescriptionlines)

1: break the multiple lines of prescription strings prescriptionlines into set S.
2: for each X ∈ S do

3: {drugname, dose, freq,misc} := bracket(X)
4: E := check(drugname, dose, freq,misc)
5: G := standardise(drugname)
6: display the bracketing and analysis output in {drugname, dose, freq,misc}, E and

G to the users as shown in Figures 3(a) and 3(c).
7: end for

The structured prescription data provided by the bracketing process is then analyzed
and validated. Drug information on SNOMED-CT, and prescribing habits deduced from
non-identifiable data on MMEx is used to catch any anomalous prescriptions (e.g. incor-
rect drug names, wrong dosage) in the structured input. The prescribing habit analysis
process analyzes past prescribing data on MMEx to determine the validity of the whole
or parts of the structured input prescription. Fuzzy string comparison algorithms are em-
ployed during the analysis process to ensure that misspelt drug names or prescriptions
will have minimal impact on the performance of the technique. The details about alterna-
tive drug names and the validity of the input prescription are consolidated and returned
to the physicians. Figure 3(c) provides a screenshot of the output of the prescribing habit
analysis process.

In the case of detecting an invalid prescription, our validation technique alerts the
physician about the anomalous nature of that particular prescribed medication and pro-
vide suggestions. Figure 3(b) shows an alert provided to the physician for the input
prescription “Zyban 150mg Tablet two every two hours”. Note that from past prescrip-
tions, the recommended dose for the antidepressant and smoking cessation aid Zyban
is once a day. The input prescription of two tablets taken every two hours definitely
constitutes an overdose, and our technique was able to detect that. The physician then
has the choice of either selecting from the list of suggested prescriptions, or insisting on
accepting and proceeding with the medication as prescribed.

3.1. Prescription bracketing

The prescription bracketing process analyzes and structures the free-text input string
X into drug name, dosage and frequency data, here after known as the components of the
prescription. Each X = x1x2...xm is made up of a sequence of words that can be broken
down into contiguous substrings to represent the different prescription components. Since
the input is free text, there are no a priori demarcation lines to assist in identifying the
components of X. Moreover, attempts to separate them using typical natural language
processing (NLP) tools (e.g. text segmentation, sentence parsing) is infeasible since the
construction of X do not follow grammar rules and sentence boundary conventions. To
address these problems, we devised a new statistical based technique which combines
pointwise mutual information (ρ) with a new heuristically-derived measure known as
balance (β).

The bracket process in Algorithm 2 summarises our prescription bracketing technique.
The bracket process accepts a single prescription string X of any length and returns a
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(a) The output of prescription bracketing for the string “Zyban

150mg Tablet one twice a day”.

(b) The output of prescribing habit analysis for the invalid input
“Zyban 150mg Tablet two every two hours”.

(c) The output of prescribing habit analysis for the string “Zyban

150mg Tablet one twice a day”.

Fig. 3. System outputs

set of structured prescription components {drugname, dosage, freq,misc}. The bracket
process uses the split process described in Algorithm 3 to iteratively break X into
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Algorithm 2 bracket(X)

1: initialise drugname, dose, freq, misc to empty strings
2: initialise set skipword := {a, an, the, every}.
3: initialise m to the no. of words in X.
4: while X is not an empty string do

5: bestsubstr := split(X,m, skipword)
6: if drugname is an empty string then

7: drugname := bestsubstr
8: else if dose is an empty string then

9: dose := bestsubstr
10: else if freq is an empty string then

11: freq := bestsubstr
12: else

13: misc := bestsubstr
14: end if

15: remove the substring bestsubstr from X.
16: set m to the no. of words in revised X.
17: end while

18: return {drugname, dose, freq,misc}

prescription components using the ρ and β values. We provide a brief description of the
bracket and split processes. First, as long as the input string X has not been reduced to
an empty string, it is subjected to the split process (line 4-5 of Algorithm 2) described in
Algorithm 3. Second, during the split process, X is iteratively cut at point i to generate
contiguous substrings a and b (lines 8-9 in Algorithm 3) where 1 ≤ i ≤ m − 1 and m is
the number of words in X. For each pair of a and b, its βi, δi and ρi are determined (line
11 in Algorithm 3). This process of breaking down X, and finding the βi, δi and ρi values
will take place for all m−1 possible pairs. Third, the β values in B are adjusted according
to

∑

δ (lines 17-21 in Algorithm 3). Fourth, the maximum β and the minimum ρ values,
and their corresponding substrings a are determined (lines 22-25 in Algorithm 3). Fifth,
the specific substring a that satisfies a certain condition (lines 32-38 in Algorithm 3) will
be returned to the bracket process as the valid prescription component for the current
iteration of 3. Last, a series of conditions determines the type (i.e. drug name, dosage,
frequency) of the returned component (lines 6-14 in Algorithm 2). This component is
then removed from X (line 15 in Algorithm 2). The shorter, revised X undergoes the
next iteration of the split process again until an empty string remains.

3.1.1. Balance, β
The balance measure β is used to discover the most equally commonly used pair of

contiguous substrings. The balance values are computed in two parts. First, the initial
balance at i (βi) is computed as:

βi =





√

(

na

nb
−

nb

na

)2




−1

(1)
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Algorithm 3 split(X,m, skipword)

1: initialise paircnt := 0.
2: initialise

∑

δ := 0.
3: initialise boolean variable stable := false.
4: initialise sets B, D and P to m − 1 elements.
5: initialise bestsubstr to empty string.
6: for i := 1; i < m; i + + do

7: if xi /∈ skipword then

8: a := x1...xi.
9: b := xi+1...xm.

10: set na and nb to the page counts of a and b, respectively.
11: determine βi, δi and ρi using Equation 1, 2 and 3.
12:

∑

δ :=
∑

δ + δi

13: set the i-th elements of B, D and P with βi, δi and ρi, respectively.
14: paircnt + +;
15: end if

16: end for

17: if
∑

δ > 0 then

18: for each βi ∈ B do

19: βi := βiδi and update B with adjusted βi.
20: end for

21: end if

22: find the maximum βj ∈ B.
23: aβ := x1...xj .
24: find the minimum ρk ∈ P .
25: aρ := x1...xk.
26: if paircnt = 2 then

27: σ := ρu/ρv where ρu, ρv ∈ P and ρu < ρv.
28: if σ > −0.2 then

29: stable := true
30: end if

31: end if

32: if not stable and ρk ≤ −4.8 then

33: bestsubstr := aρ

34: else if not stable and paircnt > 1 then

35: bestsubstr := aβ

36: else

37: bestsubstr := X
38: end if

39: return bestsubstr

where na and nb are the page counts of substrings a and b, respectively. Second, a Boolean
value δ at i (δi) is computed for each substring pair as:

δi = (e−(nanb) − 1)2 (2)

where δi ∈ 0, 1. During this second part, if the sum of the δ values for all pairs is more
than 0, the initial βi values are adjusted by multiplying βi with the corresponding δi. The
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value of β ranges between [0, 1]. As βi approaches 1, the two corresponding substrings
will be more equally in common use. Table 1 shows an example of how to compute
the balance at i (βi) for different substring pairs (i.e. na and nb). For X =“Metoprolol

Tartrate tablet one twice a day”, the pair “Metoprolol Tartrate tablet” and “one twice a

day” that has the least gap between their page counts achieves the best (largest value of)
balance at βj=3 = 0.034. All other β values with δ = 0 in this example were revised to 0
since

∑

δ > 0 (line 17 of Algorithm 3). As such, the bestsubstr is set to aβ=“Metoprolol

Tartrate tablet” based on the condition on line 34 of Algorithm 3. Intuitively, either one
or both substrings in this case are in equally common use. This, in turn, can be used
as an indicator that the corresponding substrings represent coherent concepts and are
semantically significant. As the gap between na and nb becomes larger, the value of βi

becomes smaller. The substrings in such cases are unlikely to refer to valid prescription
components.

Table 1. The value of N is 39, 100, 000, 000. X =“twice a day” in the last round is no longer split since

ρk > −4.8 and paircnt = 1. In this case, the third condition on line 36 of Algorithm 3 applies. After the
bracket process is complete, the initial free-text prescription is structured into drugname =“Metoprolol

Tartrate tablet”, dosage =“one” and freq =“twice a day”.

3.1.2. Pointwise mutual information, ρ
Pointwise mutual information ρ is used in our technique to quantify the extent of the

association between the substrings a and b. Substring pairs that are the least associated
indicates a high degree of syntactic and semantic independence from one another. In our
context, such pairs form relatively stable phrases that refer to semantically meaningful
concepts. The pointwise mutual information at point i (ρi) is computed as:

ρi =







log2

(

pX

papb

)

if pX > 0 ∧ pa > 0 ∧ pb > 0

∞ otherwise
(3)

where pX = nX/N , pa = na/N and pb = nb/N . nX is the page count for string X and
N is an estimation 2 of the index size of the search engine from which we obtain the
page counts. ρ compares the probability of observing a and b together as X with the
probabilities of observing them independently. If there is a genuine association between
a and b, then ρi > 0 since the joint probability pX will be much larger than chance papb.
Otherwise, pX will be much less than papb, forcing ρi < 0. Table 1 shows how the ρ values

2 Function words and numbers such as “a”, “an” and “1” are used to query the search engine to obtain
N .
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influence the bracketing decision. Based on line 32 of Algorithm 3, substrings that meet
the condition regarding ρk are considered first. In the case of X =“one twice a day”,
the substring aρ=“one” with the least ρk=1 = −8.34, which is also less than −4.8 and is
unstable (σ < −0.2), is regarded as the bestsubstr for this particular split iteration.

3.2. Prescribing habit analysis

The prescribing habit analysis process determines whether the input prescription is
valid or otherwise, and provides suggestions if necessary. This analysis process comprises
a prescription prevalence checking process and a drug name standardisation process.
The checking process determines the prevalence of the input prescription by comparing
it with historical prescribing data in the MMEx system. The standardisation process,
on the other hand, normalises the drug name from the structured input data using
standard drug names from the SNOMED-CT database. Both the processes employ fuzzy
string matching algorithms to find prescribing data and drug names from the databases
in MMEx and the SNOMED-CT database, respectively. This use of string matching
algorithms introduces robustness to the overall technique in the face of spelling errors.

3.2.1. Prescription prevalence checking

Algorithm 4 describes the check process for determining the prevalence of a par-
ticular prescription. This check process accepts an input set of prescription compo-
nents {drugname, dose, freq,misc}. The checking process first uses the input component
drugname to retrieve all related past prescriptions from an MMEx’s Structure Query
Language (SQL) table called PatientMedication. While the table PatientMedication

contains many fields regarding the medication process, we are only interested in the three
fields about drug name, dosage and frequency. A tuple E comprising three sets E1, E2 and
E3 is prepared (line 9 in Algorithm 4). All distinct past prescriptions are identified and
stored in E1 as sets (line 14 in Algorithm 4) comprising drug name, dosage and frequency.
The number of times each distinct past prescription occurred in the PatientMedication
table is recorded in E2 (line 12 and 15 in Algorithm 4). The distinct triples of drug name,
dosage and frequency in E1 is then compared against the input components drugname,
dose and freq (lines 19-21 of Algorithm 4) using a fuzzy string matching process called
stringcompare based on the Wagner-Fischer implementation of edit distance [28]. Given
d is the edit distance between two strings provided by the Wagner-Fischer implementa-
tion, the stringcompare process finds the similarity between the two strings as:

χ =
(

1 − e−1/d
)0.5

(4)

The results of the individual comparisons χdn, χds and χfq are combined into a single
value χ (line 22 of Algorithm 4), which is then recorded in set E3 (line 23 of Algorithm 4).
The information about the prevalence of the input prescription and its possible variations,
which is stored in the tuple E is returned to the caller of the check process.

Due to the possibility of spelling errors, we cannot perform direct table lookups for
past prescriptions containing the component drugname (line 8 of Algorithm 4). A sliding

window based technique is introduced to create search queries capable of retrieving the
intended past prescriptions even though the provided drug names, dosage and frequency
have spelling errors. Let any of the prescription components (i.e. drugname, dose, freq)
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Algorithm 4 check(drugname, dose, freq,misc)

1: initialise querystring to empty string.
2: initialise a tuple E := (E1, E2, E3) where E1 := {e11 := (dn, ds, fq), ..., e1z}, E2 :=

{e21 := 0, ..., e2z} and E3 := {e31 := 0, ..., e3z}.
3: let drugname := y1y2...yu.
4: for i := 1; i ≤ (u − w) + 1; i + + do

5: for v := 0; v < w; v + + do

6: combine substring yi+v into SQL-compatible querystring.
7: end for

8: end for

9: query the PatientMedication table for past prescriptions (the drug name dn, dosage
ds and frequency fq fields) that contain drug names similar to querystring, and
assign the triples (dn,ds,fq) to set D.

10: for each (dn,ds,fq) ∈ D do

11: if e1i := (dn,ds,fq) already exist in E1 then

12: e2i + + where e2i ∈ E2.
13: else

14: E1 := E1 ∪ {(dn,ds,fq)}
15: e2i := 1 where e2i ∈ E2.
16: end if

17: end for

18: for each distinct e1i := (dn, ds, fq) ∈ E1 do

19: χdn := stringcompare(dn, drugname)
20: χds := stringcompare(ds, dose)
21: χfq := stringcompare(fq, freq)
22: χi := χdnχdsχfq

23: E3 := E3 ∪ {e3i := χi}
24: end for

25: return E

be represented as a string Y = y1y2...yu. Given the window size of w, there are (u−w)+1
possible substrings to be generated from Y . These (u − w) + 1 possible substrings are
then concatenated into an SQL-compatible format for querying the PatientMedication

table. For instance, with a window size of w = 5, the misspelt drug name Y =“Akineotn”

can be split into (u − w) + 1 = 4 substrings “Akine”, “kineo”, “ineot” and “neotn”.
Looking for past prescriptions using the misspelt name “Akineotn” will not yield any
results. However, searching the table using a logical disjunction (e.g. A or B) of the 4
substrings will provide us with prescriptions containing the intended drug whose actual
name is “Akineton”.

Together, the use of the sliding window based technique and the fuzzy stringcompare

process for searching and comparing past prescriptions with the input data improves the
robustness of the overall validation technique.

3.2.2. Drug name standardisation

The drug name standardisation process is summarised in Algorithm 5. The process
uses the same sliding window based technique for constructing query strings to retrieve
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Algorithm 5 standardise(drugname)

1: initialise a tuple G := (G1, G2) where G1 := {g11 := dn1, ..., g1z} and G2 := {g21 :=
0, ..., g2z}.

2: initialise querystring to empty string.
3: let drugname := y1y2...yu.
4: for i := 1; i ≤ (u − w) + 1; i + + do

5: for v := 0; v < w; v + + do

6: combine substring yi+v into SQL-compatible querystring.
7: end for

8: end for

9: query the SNOMED-CT database for standard drug names (dni) similar to
querystring, and store them to set G1.

10: for each dni ∈ G1 do

11: χdn := stringcompare(dni, drugname)
12: G2 := G2 ∪ {g2i := χdn}
13: end for

14: return G

standard drug names from the SNOMED-CT database (lines 3-9 in Algorithm 5). The re-
trieved standard names are stored in set G1. The standard drug names are then compared
against the input drugname using the stringcompare process (lines 10-13 in Algorithm
5). The string similarities are stored in set G2. Together, the two sets are returned as a
tuple G to the caller of the standardise process.

4. Evaluation

For the evaluation of our prescription validation technique, we have prepared two test
sets comprising 190 prescription strings each. The first set consists of actual medications
prescribed by physicians using the MMEx system. We randomly introduced 30 medication
errors, in the form of incorrect dosage and/or frequency, to the prescriptions in this
first set. The second set contains the same prescriptions as the first set. In addition, 30
prescriptions from this set were randomly selected and introduced with 1-2 word spelling
errors.

4.1. Data collection

No participants were involved for data collection. This evaluation uses only existing
non-identifiable data about medications prescribed by physicians to their patients within
the WA Country Health Services. The data is held in a secure database by the UWA
CSP on behalf of the WA Country Health Services. WA Country Health Services and
the CSP have agreed to permanently de-identify a copy of the required data for use
in this research. This evaluation does not deal with any patient or physician personal
information. Only non-identifiable prescription data will be used in this evaluation (i.e.
sufficient protection of privacy). The use of all prescription data in this evaluation has
been approved by the UWA Human Research Ethics Committee.
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4.2. Results

The first part of the evaluation assessed the performance of the prescription bracketing
process using the first test set. First, the different components of the 190 prescriptions
were manually identified and used as the benchmark for comparison. Second, we fed the
190 lines of prescription text to our prescription bracketing process. Third, the output
of the bracketing process was compared against the benchmark. Out of the 190 lines,
our bracketing process was able to correctly identify the components of 180 prescrip-
tions. In other words, the accuracy of the bracketing process in this evaluation using the
above-described first test set is 94.74%. The 10 prescription strings that were incorrectly
bracketed are shown in Table 2.

Table 2. The 10 prescriptions from the first test set that were incorrectly bracketed.

During the second part of the evaluation, we examined the ability of our prescribing
habit analysis process in identifying prescriptions that deviate from normal prescribing
habits. The results from evaluating the first test set were organised into a contingency
table as shown in Table 3. As described at the start of this section, 30 of the 190 prescrip-

Table 3. A contingency table summarising the results of evaluating the prescribing habit analysis
process using the first test set.

tions in the first test set contain artificial medication errors. In other words, fp+ tn = 30
prescriptions are considered as invalid. The remaining tp+ fn = 160 prescriptions in the
first set are valid prescriptions, or prescriptions that follow the conventional prescribing
habits. From Table 3, we can observe that our prescribing habit analysis process achieved
a 100% precision with an accuracy of 96.32% and a recall at 95.63% using the first test
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set. In other words, all prescriptions determined as valid by our process are truly valid.
On the other hand, about 4.38% of valid prescriptions were not detected (i.e. labelled
as invalid) by our process. A closer look at the results showed that these 7 errors in
validation is due to incorrectly bracketed prescriptions. In other words, about 7 in 10 or
70.00% of the problems with bracketing resulted in validation errors using the first test
set.

Table 4. The additional 1 error that caused a drop in the bracketing performance using the second
test set. Note that the drug name is incorrectly spelt. The correct spelling for “Podophylotoxin” is

“Podophyllotoxin”.

For the third part of the evaluation, we performed the bracketing and analysis process
on the second test set. Due to the spelling errors, the accuracy of the bracketing process
dropped by 0.53% to 94.21% where 11 out of the 190 prescriptions were incorrectly
structured. Out of the 11 errors, 10 were inherited from the first test set as described
previously in Table 2. The additional 1 error in bracketing were caused by the spelling
mistakes introduced into the second test set. Table 4 shows the 1 error. This 1 bracketing
error due to spelling mistakes propagated to the prescribing habit analysis process. As
summarised in Table 5, the additional 1 error caused a drop in the accuracy and the
recall to 95.26% and 94.38%, respectively. Using this second test set, we observed that
30 prescriptions with spelling errors in a set of 190, have the potential of lowering the
accuracy of prescribing habit analysis by 1.05%. Such performance deterioration is kept to
the minimal by our prescription validation technique using the fuzzy string comparison
process. Any approach based on exact string matching (e.g. the = operator), which
produces either true or false matches, will suffer from greater degradation in the face of
spelling errors.

Table 5. A contingency table summarising the results of evaluating the prescribing habit analysis process

using the second test set. Note the rise in the number of fn from 7 in Table 3 to 9 due to the additional
1 bracketing error caused by the introduction of spelling mistakes into the second test set.

5. Limitations and future work

The proposed technique is able to validate free-text prescriptions with a relatively high
level of accuracy above 95%. Considering the simplicity of the interface (i.e. minimal user
involvement in setting system parameters), and the absence of the need for expertise to
maintain complex knowledge bases, such performance is commendable. As part of our
plan to deploy the validation technique through the MMEx system, we will evaluate
the validation technique further using real-time data in clinical settings. The technique
will be used to detect and prevent mishaps that arise from drug overdoses, incorrect
frequencies, drug name confusions and spelling errors.
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Another issue that requires more work is the technique’s lack of consideration for
other types of less common information which can be present in prescription text. For
example, during the prescribing process, the route for administering the drug (whether
oral, intravenous, inhalation, subcutaneous, etc) and other information such as should
the medication be take with food, etc may be present. While the current technique
assumes the components of a prescription to be limited to three (i.e. drug name, dosage,
frequency), we do acknowledge and have plans to extend the technique to cater for other
information.

Another possible area for improvement is the introduction of a normalisation process
to convert proprietary drug names into generic ones for improving the performance of the
validation technique. In simple terms, the same drug may be referred to using different
names, and at the moment, our validation technique do not take this into account. For
instance, a drug as common as the analgesic paracetamol is referred to by many differ-
ent proprietary names such as “Tylenol”, “Panadol”, “Panamax”, “Perdolan”, “Calpol”,
“Doliprane”, etc. The use of fuzzy string comparison algorithms will not be able to
counter such synonymy, and the presence of drug name variants can affect the perfor-
mance of any techniques.

Lastly, we also have plans to extend the technique to perform retrospective validation
of existing prescriptions in the databases of MMEx to identify past errors. The results
of such retrospective validation will be an invaluable resource for auditing and quality
improvement of health care institutions.

6. Conclusion

While only a small number of medication errors actually result in death, those that do
usually have far reaching effects. Realising this, various laws, guidelines and technologies
have been introduced in an attempt to eliminate medication errors, if not to lessen the
effect of such mistakes. The technology of CPOE in particular, is already demonstrating
varying level of success in inpatient settings. However, a host of concerns such as expertise,
costs and infrastructures has continued to prevent these advanced technologies from
seeing wider adoptions, especially amongst small and rural practices.

This research looked at ways for promoting safer prescribing amongst physicians. In
this paper, we focused on three technical challenges that rendered complex CPOE sys-
tems infeasible for small and rural practices. They are (1) the problem of knowledge
maintenance, (2) complex interface that disrupts work flow, and (3) intolerance to noisy
prescription text. We proposed a prescription text validation technique that consists of a
prescription bracketing process and a prescribing habit analysis process. The validation
technique accepts free-text input via a simple interface, structures the prescription into
components, compares the components against normal prescribing habits, and returns
the results with any suggestions to the users.

We evaluated the validation technique using two test sets comprising 190 prescriptions
each. Evaluation using the first test set that consists of 30 medication errors revealed
an accuracy of 94.74% (for prescription bracketing) and 96.32% (for prescribing habit
analysis). The bracketing process was able to correctly structure 180 prescriptions into
their components. As for the analysis process, only 7 out of the 160 valid prescriptions
were not detected, and all 30 invalid prescriptions were correctly identified. Evaluation
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using the second set that consists of 30 spelling mistakes, in addition to the existing
30 medication errors, saw a slight drop in the accuracy to 94.21% (for bracketing) and
95.26% (for analysis).

All in all, we have introduced a robust technique for validating prescription text pro-
vided via a simple interface which is reminiscence of the conventional prescription pads.
This technique is well suited for physicians of small and rural practices that require
some form of decision support during the prescribing process without the overhead of
CPOE systems. The technique can be used to detect and prevent mishaps that arise from
drug overdoses, incorrect frequencies, drug name confusions and spelling errors. As we
have shown, the technique does not require complex knowledge bases and interacts with
the physicians through a simple user interface. Moreover, the accuracy of the technique
degrades gracefully in the face of spelling errors.
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